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Single Sign-On DSF Applications
Note to Users/Login SSO

Note to Users

To help you navigate entry into the Division of School Facilities (DSF) applications you
use at DSF, the Office of Enterprise Development and Support has created the Single
Sign-on application (SSO).

Login/Single Sign-On
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Division of School Facilities

P.S. 18 Gets
Renovated Library

P.S. 18 Gets Renovated Library With Books, iPads and ;
i
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PROGRAMS & INITIATIVES NEWS

US v. BOE - 2013 Settlement Agreement

Click here to rea ent Agreement.

= The Office of Sustainability has released the 201
SchoolStat Sustainability Report.
Click here to view the report.

Health & Safety SchoolStat

[— Sustainability efforts by the DOE are changing the

way we recycle
Through the DOE's organic collection program the City has been
collecting food waste in cafeterias and converting it into compost,

rather than sending it to landfils. Once converted to compost it can
be sold to landscapers, turned into natural gas or donated to parks across the five
boroughs. Sustainability efforts by the DOE are changing the way we recycle and reuse in
schools on a daily basis.

Office of Enterprise Development and Support

SSO enables users to access DSF applications via their DOE network ID (domain
account).

Users can access the Division of School Facilities web page at http://www.opt-
osfns.org/nycdsf/ to find a link for the Single Sign-On screen.

Enter building ID or school
name

or zip code
I ©

Advanced Search

CLICK & GO

About DSF

DOE Email Help

DOE Email

DOE Mapping System

Directory of DOE Offices

2/25/2014
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Single Sign-On DSF Applications
Login Screen from Home

Login from Home

Users who are not on the DSF Network will be directed to the login entry screen below.
Users should type in their Domain Username (e.g. DSFNT4\Network |D and Network
password).

The Screen below can be used to Login from home.

s G

ﬁ O https://sso.opt-osfns.org/adfs/Is/?wa= >

SS0.0PT-OSFNS.ORG

Type your user name and password

Signin |
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New User

New User

Users who are new to DSF Applications, and have been notified by email what

ID and temporary password to use, must follow the steps below to access the

SSO application for the first time.

o Click the temporary login credential link in the email you received.

From: dsfappmail@schools.nyc.gov
To: Guerra Judith
<
S

=
ubject: Your Passwor d Information

Dear Judith Guerra,
Below is your userid and temporary password, please change your password asap.

Password Information

UserlD jguerra

Password MMnlxkd2 <

Security Questions and Answers

Sent: Thu 11/14/2013 12:18 P

Use the temporary password
after you fill out the Security

Questions and Answers

After users click the login credential link, a form will be provided with four (4)

questions. The first question is: “What is your mother’s maiden name™? The next

three questions can be selected by the user.

1. Fill out the answers to all the questions.
2. Click the Submit button.

3. Click the Close Application button.

69 Division of School Facilities

‘Security Questions and Answers
Please select one question from each list:

{ 1-Guestions: | What is your molher's maiden name?

2.Questions:  Plaase select question

(=

3.Questions:  Ploase select question

4.Questions:  Please select question

Answes

:
0 )
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Single Sign-On DSF Applications

Password Change

Password Change

= After the Close Application button is clicked, users will be redirected to the

Change User Password Screen. Your UserlD will appear in the dialog box. ™|

hange DSF User Password
Your new passward should meet the following criteria: Change User Password / Questions

9 Crange Passwors | Change Questons Answers

Type your new password in the field below.
Click the Submit button.

hPwbr

Close Application button.

Fhange DSF User Password

Your new password should meet the following criteria:
» It should start with uppercase character.
s [tshould have at least one lowercase character.

[t should have at least one numeric value.
w Password length should be between 6 to 12 characters.

1

2

9 Change Password

New Password:

usenp:  TESTH P
~
OkiTemp Passwond
ew Passwons
[ Resend temporary password | Submil G Back

Type the password you received in the email in the old/temp password fiel

After you get the password changed successfully, click the

Password should start with uppercase, at least one lowercase | at least one numeric value and length should be 6 to 12 character
Change User Password / Questions

Change Questions Answers

Claar

Q.

UserlD:  JGUERRA
( QldTemp Password: |ll0....‘ }

| Resend temporary password | Submit |

2

C\oseApp\lcatinn' | Clear |

See NLteJ

F:hange DSF User Password

Your new password should meet the following criteria:

It should start with uppercase character.

It should have at least one lowercase character.

It should have at least one numeric value.

Password length should be between 6 to 12 characters.

Note: The ‘Resend temporary
password’ button can be used if a|
user cannot find the original
temporary password email.

Page 4 Office of Enterprise Development and Support
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Message from webpage ﬁ

! Password is changed successfully. Please close appliggtion!

A

3
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Single Sign-On DSF Applications
Security Questions Setup

Security Questions Setup

= Users attempting to login to the SSO for the first time and do not know their
password may encounter a dialog box, which instructs them to contact the Help
Desk at 718-349-5783 in order to setup security questions.

Please choose security questions:

You do not have any security questions setup.
Please call helpdesk at 718-349-5783 to have your password reset.

User ID: Jjsandford Get Questions

Click link for guidelines == Refer to Security Questions and Answers section

Page 5 Office of Enterprise Development and Support 2/25/2014
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Application Links

Application Links

= Once a user is authenticated, a list of authorized DSF SSO enabled applications
will display as links in the SSO home page.

= The application links are divided into three (3) parts:

A. DSF Internet applications

B. DSF Intranet applications

C. Other/External Applications, which require a separate

login (e.g. Emergency Contact System, PassPort-Portald, LCGMS)

» Users must click the link to gain access to the application.

@ Division of School Facilities

Single Sign-Cn
DSF Applications

User: bchung2

—_ U
e NeE [rtarm i b ’ - . Other/External Applications
Below are the DSF Internet applications that you are authorized to access: it
Links to DSF
DSF Custodian Rating Emergency Contact System )
Internet — Links to
This application is used to enter and review Custodian/Building Manager Ratings Passpart - Partal ] —_—
Applications External
. @ DSF Custodian Satisfaction Survey LoGHS Applications)|
This application is used to complete surveys on work completed by Trades and Contractors DOE Email
' 4
— @ Fuel Tracking System NYCSCA LCM System
Fuel Ordering & Tracking System
@ School Stat Help
The SchoolStat system is a multkmodular application supporting the administration and conduct of facility inspections and the Help Documentation
processing and presentation of inspection data.
Below are the DSF Intranet applications that you are authorized to access: The external Applications links of the
Link to DSF SSO page require Users to manually|
Intranet @ DSF Applications Administration System log into those Applications. The links |
Applications DSF Agplcations Adminstzton have been included for user

convenience.

@ DSF Recycling Plan
DSF Recycling Regjstration - Administration

Page 6 Office of Enterprise Development and Support 2/25/2014
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Single Sign-On DSF Applications

Pop-ups Blocker

Pop-ups Blocker

The Pop-ups Blocker is often used to avoid on-line advertising.

=  When a user logs on to a DSF Application, it may trigger a Pop-up Blocker
message after you click the application link.
%* DSF Single Sign-On - Windows Internet Explorer |- - g— W — —
@O- | &) httpi//staging.opt-osfns.org/dsf/resources/dsf sqlsso/sso.aspx
File Edit View Favorites Tools Help
L Favorites =3 4| What Is Graph Search Opti \j J) permissions -\i::-Add Cc or Bcc fields to m... [] Share your calendar infor.. | Adobe Acrob:
| DSF Single Sign-On
7&' Pop-up blocked. To see this pop-up or additional options click here
@ Division of School Facilities
Single Sign-0On
DSF Applications
Below are the DSF Internet applications that you are authorized to access:
@ Tsn;;:;;z:systmns a mu\:l;moﬂl.;lar app‘ljltcatlonntsupportmg the administration and conduct of Tacility inspections
= Internet Explorer provides the option to change the pop-up setting.
1. Click the link to turn the pop-up blocker off temporarily or always from
this site.
2. Click the Retry button to display the webpage again.
2
1-On

indows Internet Explorer

™=

To see this pop-up or additional opti {

Temporarily Allow Pop-ups
Always Allow Pap-ups from This Site...
Settings

%, resend the information you've previously submitted.

Information Bar Help the webpage again.

! To display the webpage again, the web browser needs to

If you were making a purchase, you should click Cancel to
avoid a duplicate transaction. Otherwise, click Retry to display

Single Sign-On

Retry —J l Cancel

Office of Enterprise Development and Support 2/25/2014



Single Sign-On DSF Applications
Pop-ups Blocker

= Firefox Browser. FireFox requires the user to confirm a risk pop up before the
actual login popup can be displayed.

= Sample of Pops up screens below, assist users in connecting to DSF Applications
via single sign-on (SSO) securely.

% 4 Untrusted Connection

&

qc.opt-osfns.org/DSF/Resource:

Us This Connection is Untrusted

You have asked Firefox to connect securely to qe.opt-osfns.org, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

TUnderstand the Risks

€

copt-osfnsorg/D:

Ol § This Connection is Untrusted

You have asked Firefox to connect securely to ge.opt-osfns.org, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

1 Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
You trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception...

Page 8 Office of Enterprise Development and Support 2/25/2014



Single Sign-On DSF Applications
Pop-ups Blocker

= Firefox Browser — Authentication Login
Screens below, advise the user that they are overriding how Firefox identifies
the DSF site.
1. Click the Confirm Security Exception button.
2. Type User Name and Password
3. Click OK

Add Security Exception | =32 |
You are about to override how Firefox identifies this site.
! k Legitimate banks, stores, and other public sites will not ask you to do this.
Server

Location: https://gc.opt-ostns.ora,/D5F/Resources,/D5F_550/ss0.as

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature.

1

Permanently store this exception

I [;onﬁrm Securit;f Exception ] I[ Cancel
Authentication Required |E|
o Enter username and password for https://sso.opt-osfns.org
2 | User Name:
Password:
OK Cancel

Page 9 Office of Enterprise Development and Support 2/25/2014
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Timeout Feature

Timeout Feature

= Each application has a timeout feature. One hour of inactivity will trigger the
timeout per web page.

= |f two web pages are displayed, then there will be two separate timeouts.

*= The timeout feature is essential for SSO enabled applications.

= DSF has no control access to a users’ computer outside of the Vernon Boulevard
building.

= When the session is about to timeout a dialog box pops up.

A. Click the Extend session time button to continue.

8 Schoolstat - CityWide Score - Windows Internet Explorer (00 (I

“@@v |@_] http://dev.opt-osfns.org/DSF/Resources/SchoolStats/Score/city.aspx?CycleID=MTg=&CycleName=MTgrKDkiIMmYxMCUyZjiwMTIrLSsyJT|

File Edit View Favorites Tools Help

A Due to inactivity, your session will be time out in 0 min and 55
sec .

I Extend session time I

B. To gain access to the application after timeout occurs, users can click the
link in the SSO home page.

9Schmlsm—cmwides.:me—wmdnwslmemetg_ - - ‘

- ] itip://dev.opt-osfns.org, esources,/SchoolStats/Score/city.aspx?CyclelD=MTg=&CycleName=MTgrl mYx| yZJIwMTIrLSsy) TJn}
http://d i /DSF/R /SchoolStats/S: / ?CyclelD=MTg=&CycleN, MTgrkDkIMmYxMCUyZjIwMTIrLSsyJT)

File Edit View Favorites Tools Help
n is about to timeout...

Due to inactivity, your session has been timed out. Please close
your browser. To get back to this application please use the
single sign-on page.

Note: In Firefox, a popup message displays informing users to close the browser
with instructions on how to gain access to the application after timeout occurs.
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Single Sign-On DSF Applications
Contact Supervisor

Contact Supervisor Dialog Box

A message is given to DOE employees who do not have access to SSO
applications. If you require access, please contact your supervisor who will
forward the request.

Currently you do not have access to DSF applications.
Please contact your supervisor.
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